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OWisdom consists in being able tc
distinguish among dangers and mak

choice of the least harmfulO
Madiavelli
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Remember

¥ Eery Page is a Bgram
Inputs pvided i attaker
Atta®er Is not constined g bowser

¥ You€e Not List PotectingYourself
Youre piootecting your user

¥BrowsersAssume pu know what you€® doing
HTML + code deliesrly you....




OUsing@ncryption on the Internet is the
equivalent of amnging armarmor ed car to
deliver credit cad information from
someone living in eaardboa rd bo x

to someone living on aark bench O
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Not Checking lermission:

Harvard rejects 119 accused of hacking

Applicants' behavior ‘'unethical at best’

By Robert Weisman, Globe Staff | March 8, 2005

Che Boston Globe




Not Checking lermission:

Harvard rejects 119 accused of hacking The Boston Globe

Applicants' behavior ‘'unethical at best’
By Robert Weisman, Globe Staff | March 8, 2005

Business ethics 101: in the event of an blatant IT failure, blame the user.
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http://acme.com/login?EMAIL=ben@mit.edu
http://acme.com/login?EMAIL=ben@mit.edu

Faulty Inputs

éselect name, email from usersé
where USERID = $id ; '
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Faulty Inputs

éselect name, email from usersé
where USERID = $id ; '

view-user?USERID=NULL union select

password as name, email from users

where USERID=4
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Faulty Inputs

éselect name, emailil from usersé
where USERID = $id ; '

view-user?USERID=NULL union select

password as name, email from users

where USERID=4

Eselect name, emall from users

where USERID = NULL union select password
as name, email from users where USERID=4
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§<form action="buy-tickets”>
<input

 type="hidden”

é name="adult price”
 value="95 " />




Spooéd Inputs

§<form action="buy-tickets”>
<input

 type="hidden”

é name="adult price”
 value="95 " />




XSS -The Biggie

Web Server

ipt>
( ) </script>




Prevention

¥ Standadize Input Pocessing
e.g.bind vaablesHTML blteng

¥ Don®Trust Client DataEver. Realy
exploe your wn tools.

¥ Build in Role-Baseiction Control Checks
even If you donOt implement teém vy
€.J.user_can_edit_msg($user_id,$msg_.id)




Mitigation

¥ UsersO Passrds

¥ store them hashed and salted

¥ protect your users!
¥ Credit Cad Numbers

¥ do you realy need to stoe them?

¥ consider mwing them off the main seer
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ECAC

¥ Nice &b on the login engine
you eused code

¥ Nice db on the ole-based permissions
this is ging to be vgrhelpful to you.

¥ Ouch on the Cioss-Site Scripting
you® not @en bedking the <SCRIPT> tag.
same driexas4000.




AWord on .NET

¥ It checks 6r XSS attacks
you ae all sa&....
until you staladdingdatues




