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Voting with 
Cryptographic Verification

(1) Alice verifies her vote.

(2) Everyone verifies tallying.

(3) Alice cannot be coerced by Eve.

[Chaum81], [Benaloh85], [PIK93], [BenalohTuinstra92], [SK94], [Abe98], 
[CFSY96], [CGS97], [BFPSP2001], [Neff2001], [FS2001],[Chaum2004], 

[Neff2004], [Ryan2004], [Chaum2005], [W2004],
[W2005], [WG2005], [MN2006]
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Mixnet

George Jacques Mahmoud

Each mix server shuffles and reencrypts 
(or partially decrypts) inputs.

[Chaum81, PP90,
PIK93, SK94,..]



Proving the Mix

George

[Neff2001, FS2001, ...]

ci = Reenc(cπ(i), ri)
c1

c2
...

cN

c′1
c′2
...

c′N



Proving the Mix

George

[Neff2001, FS2001, ...]

ci = Reenc(cπ(i), ri)

ZKPoK [π, {ri}]

c1

c2
...

cN

c′1
c′2
...

c′N



Proving the Mix

George

George 
can’t cheat.

[Neff2001, FS2001, ...]

ci = Reenc(cπ(i), ri)

ZKPoK [π, {ri}]

c1

c2
...

cN

c′1
c′2
...

c′N



Proving the Mix

George

George 
can’t cheat.

[Neff2001, FS2001, ...]

ci = Reenc(cπ(i), ri)

ZKPoK [π, {ri}]

and
stay private.

π {ri}

c1

c2
...

cN

c′1
c′2
...

c′N



Private vs. Public

Private

Public c′1
c′2
...

c′N

c1

c2
...

cN



Private vs. Public

Private

Public

π, {r′i}

c′1
c′2
...

c′N

c1

c2
...

cN



Private vs. Public

what if we could
replace the private mixnet

with a public program?

Private

Public

π, {r′i}

c′1
c′2
...

c′N

c1

c2
...

cN



Private vs. Public

what if we could
replace the private mixnet

with a public program?

Private

Public

π, {r′i}

c′1
c′2
...

c′N

c1

c2
...

cN



Private vs. Public

what if we could
replace the private mixnet

with a public program?

Private

Public

π, {r′i}

P

c′1
c′2
...

c′N

c1

c2
...

cN



Private vs. Public

what if we could
replace the private mixnet

with a public program?

Private

Public

π, {r′i}

P

c′1
c′2
...

c′N

c1

c2
...

cN



So What?

π, {r′i}

P

➡ public program
anyone can run it

➡ pre-proven
all proofs before mixing

➡ interesting!
to obfuscate such
a functionality

c′1
c′2
...

c′N

c1

c2
...

cN



So What?

π, {r′i}

P

➡ public program
anyone can run it

➡ pre-proven
all proofs before mixing

➡ interesting!
to obfuscate such
a functionality

Can it really be done?
[BGIRSVY2001, GT-K2005]

c′1
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Our Results

horribly inefficient generic construction

 (somewhat) efficient public-shuffle constructions
using either BGN or Paillier cryptosystem

 (somewhat) efficient distributed generation
of a public shuffle program

a new class of obfuscatable programs
under [OS2005] or [BGIRSVY2001]



A Generic Construction

Two homomorphic cryptosystems

Message Space of first “contains”
Ciphertext Space of second

Inefficient and less interesting
than specific constructions (esp. decryption)
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pk = (n, g, h = up1) sk = p2

Decsk (c) = loggp2 (cp2)Encpk (m) = gmhr

Encpk (m1) · Encpk (m2) = Encpk (m1 + m2)

e(Encpk (m1),Encpk (m2)) = Encpk (m1 · m2)

G1, G2, order n = p1p2
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Encpk (m) ⊗ Encpk (0) = Encpk (0)

Encpk (m) ⊗ Encpk (1) = Encpk (m)
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Oblivious
Cancellation / Selection

Encpk (m) ⊗ Encpk (0) = Encpk (0)

Encpk (m) ⊗ Encpk (1) = Encpk (m)

Encpk (0) and Encpk (1)
are indistinguishable

Clearly Useful for PIR and OT [BGN2005].
In fact, it’s more powerful still.
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Degree is exactly 2:
only one multiplication!

cij =

l∑

k=1

aikbkj
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Homomorphic matrix multiplication 
by an encrypted permutation matrix

=
Shuffling in Public!
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We don’t know that this is really a permutation matrix!
We must prove correct functionality.



Proving the Matrix

an encrypted
permutation matrix?







0 . . . 0

.

.

.
. . .

.

.

.

0 . . . 0







is

• Use Proof of Partial Knowledge [CDS94]
to show that each element is either 0 or 1.

• Homomorphically compute the row and column sums
and prove that they’re all equal to 1.

• N2 proofs. Not so great.
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• Neff: O(N) proof.

• N2 computation, N proofs.

=




c1
...

cN



⊗




t1
...

tN







Mixing more than once?







0 . . . 0

.

.

.
. . .

.

.

.

0 . . . 0







George







0 . . . 0

.

.

.
. . .

.

.

.

0 . . . 0







Jacques



Mixing more than once?







0 . . . 0

.

.

.
. . .

.

.

.

0 . . . 0







George







0 . . . 0

.

.

.
. . .

.

.

.

0 . . . 0







Jacques

Not with BGN bilinear map...
Only one multiplication.
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• Use a Mixnet to shuffle the matrix rows

• Prove each one using Random Vector Test



“Encapsulated” Mixing

• Capture the shuffle actions of 
the mix servers.

• Prove that everything went well.

• “Replay” them on the encrypted 
inputs when they’re available.
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Generalized Paillier
[DJ2001]

Encpk (m) = gmhr
2 mod n2

Encpk ,2(m) = gmhr
3 mod n3

Encpk ,2(Encpk (m)) = ggmhr
2hs

3 mod n3

generator of
n2 residues
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• Full-length plaintexts
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• Faster computation (modexp vs. BM)
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GP Public Shuffle

⊗ =

• Full-length plaintexts

• Faster computation (modexp vs. BM)

• More complicated distributed generation
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Obfuscation Model

SP O(P)!

• [BGIRSVY2001] and [GT-K2005] Models

• simulation by generation of a new, random 
encrypted permutation matrix, based on 
semantic security (IND-CPA)

• still need to capture indistinguishability
of two obfuscated shuffles.
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Obfuscation Model (II): BGN

O(P)

Indistinguishability

• [OS2005]: public-key obfuscation

• with a twist: the program can depend on the 
cryptosystem: in this case the program decrypts
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Reencryption Shuffle
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Proof Ideas
IND-CPA → IND of encrypted matrices
easy reduction using homomorphic properties

UC Proof of Ideal Mixnet realization
➡ fill in corrupted inputs by extraction from simulation of

➡ fake decryption by using plaintexts returned by 

➡ indistinguishability of fake encrypted honest inputs 
given IND-CPA of cryptosystem (hybrid argument).

➡ indistinguishability of fake decryption
by extraction of shuffle permutation (without SK) and 
correction of permutation by one honest mix server, 
given IND-CPA of cryptosystem (simulation of             ).

FZK

FMN

FCF
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• Shuffling becomes entirely deterministic

• Efficient enough for precinct-based elections

Future Directions
• Better than O(N2)?

• Other obfuscations using unexpected 
homomorphic properties?

• Plugging in latest NIZK techniques


